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1 Beacon Overview

Beacon is a software feature that allows the JNIOR to communicate over the local
Ethernet network segment for configuration purposes regardless of the IP configuration
of the INIOR. The default IP address for each new JNIOR is 10.0.0.201 which may
or may not work on your local Ethernet network. With Beacon, you can just plug the
JNIOR(s) onto your Ethernet network (or with newer PCs connect it directly to your PC)
and run the JNIOR Beacon Receiver software on your PC.

The Beacon Receiver software will identify JNIORs on the local network regardless of
your local IP scheme. From the Beacon Receiver software on your PC, you can easily
configure the IP address of your JNIOR.

The Beacon Receiver software is also part of the JNIOR Support Tool. You can only
have one copy of Beacon running on the same PC at a time meaning if the JNIOR
Support Tool is running, you cannot launch the standalone Beacon software.

The JNIOR operating system version 3.x contains the JNIOR side of the software to work
with the Beacon receiver program.

NOTE: You can still configure your JNIOR IP settings using the RS-232 serial port and
a serial cable as described in the JNIOR Getting Started Manual.

2 Installing the Beacon Receiver Software

The Beacon Receiver software is provided by INTEG as an installation package on the
JNIOR CD. Please double click on the installation file and it will be installed on your PC
in C:\Program Files\INTEG\JNIOR Beacon. Navigate to the Start — Programs — INTEG
— Beacon and there will be a link to launch the program.

Updates to Beacon will install over the current version. You do not need to uninstall the
old version first unless specifically requested by INTEG with the update.

Beacon may not work across routers or where proxy servers are used or wherever other
methods may restrict UDP packets from getting through. Beacon communicates using
UDP packets over port 4444, so please make sure this port is available. You can also
manually enter a list of IP addresses into Beacon. Beacon will then try to send the packet
directly to this IP address. This may help find JNIORs located across a VPN connection,
router, etc.

If you have Windows Firewall (or another firewall package) enabled, you may receive
the following pop-up when you first launch Beacon. This is because Beacon sends out a
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message on the network to ask all INIORs to report in and the JNIORs send a message
back. PLEASE click on the UNBLOCK button to register Beacon with Windows
Firewall to allow the Beacon messages through.

"= Windows Security Alert g]

o .-‘- To help protect your computer, windows Firewall haz blocked
some features of this program.

Do you want to keep blocking this program?

M ame: JHIOR Beacon
‘mm  Publisher: Unknown

F.eep Blocking ] l |Inblock, ] l Azk Me Later

Windows Firewall hag blocked this program from accepting connections from the
Internet or a network. [F you recognize the program ar trust the publisher, you can
unblock it. When should | unblock a program?

If you already launched Beacon and clicked on the Keep Blocking button, then you can
go to the Windows Control Panel and click on the Windows Firewall icon to unblock the
program. When the Windows Firewall pop-up is displayed, click on the Exceptions tab
and then “check’ the box for Beacon and click OK. If the JNIOR Beacon name is not
listed, but there is a “blank name’, click the Edit button and verify this is the Beacon
program and then check the box to unblock it.

%= Windows Firewall

| General | Exceptions | Advanced

Windows Firewall iz blocking incoming netwark. connections, except for the
programs: and zervices selected below. Adding exceptions allows some prograns
to work better but might increase pour security risk,

Programs and Services:

MNarne % Graup Policy ]

File Transfer Program No |

HTTP Part Mo

Java[Th] Platform SE binary Mo

Java(Th] Platform SE binary Mo

R A C=rne = ST Ma

INIOR Beacon Mo

Ll i i Ma

Metwork, Diagrnostics for Windows <P Mo

Octozhape add-in for Adobe Flazh Plager Mo

Remaote Azsistance Ma =
| M Remnta Necktan Mn (e
| AddProgram.. | | AddPot. ||  Edt. ||  Delate
Dizplay a notification when Windows Firewall blocks a program
Wwihat are the risks of allowing exceptions?

Qg ] l Cancel
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3 Utilizing Beacon

You can launch the Beacon Receiver software on your PC before you connect your
JNIOR to the Ethernet network or afterwards. If you launch the Beacon Receiver
software first and then power-up the JNIOR while connected to the Ethernet network, the
new JNIOR will automatically display upon completion of boot-up. If the JNIOR is
already connected to your network and powered up, then you can issue a command from
the Beacon Receiver software to query “all” (or “new”) JNIORs.

You can connect one or many new JNIORs to the Ethernet network and use Beacon to
configure them one at a time. Each JNIOR can be indentified via its unique serial
number or by using the Identify function.
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3.1 Main Window

When you launch the Beacon Receiver software on your PC, the following Window will
be displayed:

'§ JNIOR Beacon

JNIOR Beacon '1nteg' -." N
procens o v, O
Serial Murnber | Hostname IP Address Subnethask MAC Address | DS Wersion Last Announced |

ALL  |NoEmors

By ‘right clicking’ in the Window, the following pop-up will be displayed:

.§ JNIOR Beacon

JNIOR Beacon

Serial Murnber | Hostrhame

Cuery Al
Caery Mew
Auko Query

Manage IP List

The following commands are available:

1) Query All — By selecting this function, a message will be sent out over the
Ethernet asking “All” INIORs (with Beacon enabled) to report in.

2) Query New — By selecting this function, a message will be sent out over the
Ethernet network asking all INIORs still configured as “New” (with Beacon
enabled) to report in.

3) Auto Query — By selecting this function, a new pop-up will be displayed
allowing you to send out the request for “All” INIORs or “New” JNIORs (with
Beacon enabled) to report in on a regular (configurable) time period. The
following pop-up is displayed:
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x
| Every [T =] minutes

lZ]uaf All

oK Cancel |

You may want to enable this function temporarily if you are adding and deleting
JNIORs to your network and want to continuously know the status of all the
JNIORs. The Beacon main window does not update (refresh) automatically
unless this feature is enabled.

4) Manage IP List — Allows you to manually enter a list of JNIOR IP addresses.

When you issue a query and your JNIOR is not listed, there are several possible reasons:

1) Your JNIOR does not have the proper JNIOR operating system (3.1 or greater)
2) Beacon was disabled on your JNIOR

3) The JNIOR is on the other side of a network device that is blocking UDP packets
4) Your PC firewall is preventing the UDP packets from being accepted.

If your JNIOR is not listed, but you know it is available on the other side of a router or
through a VPN connection, etc., then you can manually enter your IP address into a table.
Beacon will then send the packet directly to this IP address and the JNIOR will respond.
If this message is successful, the data for your INIOR will be filled in on Beacon.

To enter your IP list, right click in the white area of Beacon and the following pop-up
will be displayed:

ey Al
Query Mew
Auko Query

Once you select Manage IP List, the following box will be displayed:
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Manage JNIOR List

IP Address Hostrame Part User Mame Pazeword |%T|‘,H,
1000118 9200 i Jhicr E|_Een9lal
10.0.0117 9200 jrior jrior
10.0.0.201 9200 jnior |IPAddress 10.0.0.201
HostM ame
JriorProtocolPort | 9200
Add Usert ame jnior
- Pazsword inior
IPAddress
IP Address of the JMIOR

Cancel ] [ Save l

You can Add, Duplicate or Remove JNIORS from the list. You must enter the JNIOR IP
address, username and password. The default JNIOR protocol port (9200) is
automatically displayed and can be changed, if required.

After you click on the Save button, the list of IP addresses will be displayed in Beacon
and Beacon will send a direct message to each JNIOR to see if it can be found. Ifitis

found on the network, the JNIOR will respond and Beacon will display the appropriate
information.
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3.2 Beacon Functions

After issuing the Query All or Query New command, a list of the JNIORs available on
the network with Beacon enabled will be displayed. By ‘right clicking’ on a JNIOR in
the list, a new pop-up will be displayed.

' JNIOR Beacon

JNIOR Beacon l 1nteg' -." <
p—— . S
| Serial Nurnber | Hostname IP Address Subnethask MAC Address | 05 Wersion | Last Announced |
105100305 “Wwieb_Demo 10.0.0.200 255.255.255.0 3410201132 10/22/2009 11:46:26 &M
209070702 LItily = LA 117 256.256.255.0 3410201132 10/22/2003 171:46:26 &M
203080057 Cin|  Query 1118 255.2585.255.0 3410201132 1042272009 11:46:26 &M
2089070128 20 Guery all 201 255.2585.2585.0 00:60:35: Oc:f0: 46 3410201132 10/22/2009 11:46:27 AM
Query Mew
Auko Query
Identify
Set Hostname
Configuration
Reboat
Open Telnet
Open FTR
Launch Wweb Page
Manage IP Lisk
Ulze thiz to Open a Telnet session on the given JMIOR ME Mo Emrors 4 JMIOR(z]

The following commands are available:

1)
2)

3)

4)

5)

6)

Query - send a query command only to the selected JNIOR
Query All, Query New and Auto Query — same as described previously

Identify — You can connect multiple new JNIORs at the same time even though
they have the same IP address. If you are not sure which JNIOR is which, you
can compare the serial numbers (it is unique for each JNIOR) and/or you can
select the ldentify function. This will cause the amber LED to rapidly flash for 5
seconds on the selected JNIOR. The amber LED is next to the green power LED.

Set Hostname — By selecting this function, a pop-up will be displayed that will
allow you to enter the hostname for this INIOR. The Hostname will be listed on
the Beacon Receiver window under the Hostname column. It will help you to
identify the JNIOR. The Hostname can also be used by network servers.

Configuration — By selecting this function, the configuration pop-up will be
displayed and allow you to configure a variety of items on your JNIOR. These
items are described in the next section of this manual.

Reboot — By selecting this function, you will be able to reboot the INIOR.

JNIOR A Network 1/0 Resource
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7) Open Telnet — By selecting this function, you will be able to launch a Telnet
window to connect to your JNIOR. However, this function may only work after
the JNIOR IP address has been set to work on your local network. (NOTE: This
feature does not work with the Windows Vista operating system.)

8) Open FTP — By selecting this function, an FTP connection via Windows
Explorer will be opened. It may take approximately 20 — 30 seconds to establish
the FTP link. However, this function may only work after the JNIOR IP address
has been set to work on your local network. (NOTE: This feature does not
work with the Windows Vista operating system.)

9) Launch Web Page — This command will launch your web browser and launch
the main JNIOR Web page for the selected INIOR.

10) Manage IP List — Allows you to manually enter a list of JINIOR IP addresses.

3.3 Configuring a JNIOR

By selecting configuration, the following pop-up will be displayed:

_ioix
Serial Number 209020174 Enable Beacon v
MAC Address  00:60:35:0b:d4:37 Responds to "Query New™ [V

Luto Announce [
" Use DHCP

¢ Use the following IP Config

—IP Addressing — ONS
IP Address |m. 0.0 . 2m Primary DNS |[> D .0 .0
SubnetMask  [255 255 . 255 . 0 SecondaryDNS | 0 . 0 . 0 . 0
Default Gateway | 0.0 .0 . 0 DNS Timeout  [5000 ms

Domain Name I

for example “integpg.com”

Time Zone [GNT (+0000) |~ ok | Cancel |
Y
JNIOR A Network 1/0 Resource 10
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The following items can be configured:

3.3.1 IP Mode — Fixed or DHCP

The JNIOR has the capability to utilize a fixed IP address or be configured as DHCP and
receive the IP address from a server on the network. In most applications, it is
recommended that you utilize a fixed IP address so you can always find your JNIOR.

3.3.2 Fixed IP Address

The minimum IP configuration needed in the JNIOR is the IP Address and Subnet Mask.
In addition to these settings, you can also set a Default Gateway, Primary DNS,
Secondary DNS and DNS Timeout (default is 5000 milliseconds) in case the DNS is not
reachable.

3.3.3 Domain Name

The JNIOR has the capability to send an e-mail based on various triggers. (Please see the
JNIOR Web Based Interface Manual and Task Manager Manual for additional details on
sending an e-mail.) A domain name can be set for the JNIOR that is utilized in the “from
address” of the e-mail from the JNIOR. However, because of how the JNIOR e-mail
system works, it does not necessarily have to be a valid domain.

In the Beacon configuration window, you can enter a domain name as one word or as
“word.secondword”. For example, you could enter INTEGPG or you could enter
INTEGPG.COM. However, you cannot enter a space between the two words.

Please note that whatever you enter as the Hostname, it will also become part of the e-
mail “from address”, for example, Hostname@INTEGPG.COM.

3.3.4 Time Zone

The JNIOR has a real time clock (battery backed) that is capable of handling various time
zones from around the world. On the Beacon configuration window is a pull down listing
the valid time zones. Those with an asterisk (*) at the end indicate they handle Daylight
Savings Time. By default, the JNIOR time zone is set to GMT.

3.3.5 Beacon Modes

Beacon can operate in several different modes and =101
the mode of operation for each JNIOR can be
configured via the check boxes in the upper right Enable Beacon v

corner of the configuration window. Responds to "Query New” ¥

Durto Announce [

JNIOR A Network 1/0 Resource 11
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By default, from the factory, Beacon is enabled and set to respond to both the Query All
and Query New commands. The configuration flexibility is beneficial once you have
multiple JNIORs on your network. After you configure your JNIOR, you can “uncheck”
the Responds to “Query New” box. Then, when you issue the Query New command, this
JNIOR will not respond. However, it will still respond to a Query All command.

The Auto Announce box will cause the JNIOR to report every 30 seconds. This is
different than the Auto Query command because its time frequency cannot be adjusted
and the timing is controlled by the JNIOR not the PC Beacon Receiver application.

If you “uncheck” the Enable Beacon box, this INIOR will no longer respond to any
Query commands. Please see the next section for further details.

3.4 Disabling and Re-Enabling Beacon on the JNIOR

Once the Beacon functionality on the JNIOR has been disabled via the Beacon
configuration window, the JNIOR will not respond to queries from the Beacon Receiver
program. The Beacon feature can be re-enabled by changing a Registry Key setting in
the JNIOR. The Registry can be changed via the INIOR Web page or via a Telnet
window or HyperTerminal session.

From the INIOR Web page, click on the Registry Editor tab and then the Beacon folder
in the left navigation pane. If you click on the Beacon/Enabled key, you can then click
on the Edit Key button and change the value from false to true. (See the screen shot

below.) You must reboot the JNIOR and then Beacon will be re-enabled on the JNIOR.

NOTE: The Beacon Registry Keys do NOT show up in the Registry by default. The
user must utilize the Beacon configuration actions at least once for the keys to be written.
You could disable Beacon without doing this by using a HyperTerminal session or a
Telnet Window (Command Line) and typing “registry Beacon/Enabled = false”

jr209020174
f 0 Control rCDnﬂguration |/ Reqgistry Editor r Command Line rAppIications |/ Abourt |

Add Key Delete Folder

e Beacon/AutoAnnounce = false
D FBootTime Beacon/Enabled = false
D Siaodel Beacon/QueryNew = false
D FSernialNumber
SVersion

7 Z1[Beacon]

D AutoAnnounce
[y Enabled
D QueryMew

o= M Nevire!

JNIOR A Network 1/0 Resource
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3.5 Closing the Beacon Receiver Program on the PC

When the Beacon Receiver is open, you can

‘close’ the window by clicking on the X in the

upper right hand corner. However, this does —_—
not stop the application. Instead, the Beacon

.
i) Beacon Tray IE

Beacon is now in your system tray.
To bring it back, just double-dlick

icon is displayed in your task bar. You can
bring the main window back up by double
clicking on the icon. _l

You can shut down the Beacon Receiver application

an the Beacon icon,

E{é%-ww “0 L

by ‘right clicking’ on the icon and selecting Exit.

] Open Beacon I

Exit

3 ke O

JNIOR A Network 1/0 Resource
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4 Beacon Announcement Window

Whenever the Beacon Receiver program is running on your PC, either being displayed or
minimized to your Task Bar, and a JNIOR responds to a Beacon query, a pop-up window
will display above your task bar. This pop-up will display the serial number, IP address
and hostname of the JNIOR. Multiple JNIORs can report in sequence.

JHIOR Announced s
SERIAL NO. 209020174
ID ADDRESS 10.0.0.201
HBOSTHEME §r209020174
[o FLOLRYORRDLY

If a INIOR reboots while the Beacon Receiver program is running on your PC and
Beacon is enabled on the JNIOR, a “red” pop-up window will be displayed indicating
that the JNIOR has rebooted. A *“grey” pop-up window will be displayed when it is done
rebooting and announces itself again.

JNIOR Reboot =
SERTAL HO. 209020174
IPF ANDOEESS 10.0.0.201
BOSTHAME Jr209020174
a... [ [AEER Y TUHGE L AN -
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5 Beacon Software Version

If you ‘left click’ on the *?” in the upper right corner of the Beacon display the following
pop-up will be displayed providing you with the current version information.

& About JNIOR Beacon

JMIOR Beacon
Yergion 2010221105

Copyright € 2003

Beacon “Werzion=1.0.1022.1106
BeaconU| Wersion=1.0.1022.1106
ipT extbox Yersion=1.0.2130 26537
Popuphotifier Yerzion=1.0.0.0
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Summary
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Thank you for purchasing the INIOR. Hopefully this manual made the getting-to-know
process of your new JNIOR very quick and easy. The INIOR has many more
wonderful tools and features available, and are explained in detail in the supplied

documents.

Copyright

Notice

Trademarks

Use Restrictions

Copyright © 2009 INTEG Process Group, Inc.
All rights reserved.

Every effort was made to make this manual as accurate and useful as
practical at the time of the writing of this manual. However, all
information is subject to change.

Trademarks are the property of their respective holders.

Sun, Sun Microsystems, the Sun logo and Java are trademarks or
registered trademarks of Sun Microsystems, Inc. in the United States
and other countries.

Microsoft, Windows, MS-DOS and Internet Explorer are registered
trademarks of Microsoft Corporation.

HyperTerminal is a registered trademark of Hilgraeve, Inc.

This User’s Manual and the software contained in the INIOR are
copyrighted by INTEG Process Group, Inc. and may not be copied or
reproduced without prior consent from INTEG Process Group, Inc.
INTEG Process Group, Inc. is not responsible for any errors or
omissions that may be contained in this manual.

Please do not hesitate to contact our INIOR team at INTEG Process Group, Inc. We
can be reached via phone, fax or e-mail as follows:

INTEG Process Group, Inc.
2919 E. Hardies Road

1% Floor

Gibsonia, PA 15044

www.integpg.com

JNIORsales@integpg.com

PH (724) 933-9350 extension 20
FAX (724) 443-3553
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